O6yyaroLmmcsi

MamsaTka ansa obyyaromxcs 06 MHGOPMALMOHHOM 6e30MacHOCTU AeTeNn

HENb3A

1. Bcem nogpsig coobwatb CBOK YaCTHY MHGOpMaLUmo (HacToswme ums, hammnumio,
TenedoH, agpec, HOMep LLUKOMbI, a Takke hoTorpadumn CBOU, CBOEN CEMbU N APY3eN);

2. OTKpblBaTb BIIOXEHHbIE (halinbl 3NIEKTPOHHOM MOYThI, KOr4a He 3HaeLlb OTNpaBUTENs;

3. [pybuTb, NnpuamnpaTbCs, okasbiBaTb AaBIIEHNE — BECTU Ce0S HEBEXITMBO M arpeCCuBHO;

4. He pacnopsikaiica geHbramu TBoel ceMbi 6e3 paspelleHns cTaplunx - Bcerga crnpalunBan
poguTenen;

5. He BcTpevaiica ¢ VIHTepHET-3HAKOMbIMW B pearibHOM >KU3HW - MOCOBETYMCHA CO B3POCSbIM,
KOTOPOMY [OBEPSELLb.

OCTOPOXHO

=

He Bce nuwyT npaBay. Yntaewb o cebe HenpaBay B VIHTepHeTe — coobLUM 06 3TOM CBOUM
pOAUTENSIM UMW ONEKYHaM;

MpurnawatoT nepennceiBaThbCs, UrpaTb, 0OMEHUBATLCA - NPOBEPb, HET N NOABOXA;
He3akoHHoe konvpoBaHue ¢alinos B VIHTepHETe - BOPOBCTBO;

Bcerga paccka3sbiBan B3pocnbiM 0 npobriemax B CETU - OHM BCerga NnomMoryT;

Mcnonb3yn HacTponky 6e30macHOCTM U MPUBATHOCTU, YTOBbI HE NOTEPATH CBOW aKKayHTbI B
COLCETSIX M OpYyrvX nopranax.

akwpn

MOXHO

YBaxan gpyrux nosib3oBaTerien;

Monb3yelwbes VIHTEPHET-UCTOYHMKOM - Aenan CCbISIKY Ha Hero;

OTKpblBal TONBKO T€ CCbIMKKU, B KOTOPbIX YBEPEH;

O6waTtbcs 3a NOMOLLEIO B3POCHbIM - POAUTENU, OMNEKyHbl 1 agMUHUCTPaLIMS CanToB Bcerga
NOMOryT;

Mpongun obyveHune Ha canTe «CeTEBMYOK» 1 MOMy4Yn NAcnopT LMEPOBOro rpaxaaHuHal

PonbE

o

NHpopMaLmoHHaa NnaMaTKa Ans obyyarolmxca A9 pasMelleHnsa Ha obuLmanbHbIX
NHTepHeT-pecypcax

C kaxgblM rogoM MONIOAEXU B MHTEPHETE CTaHOBUTLCA foonblle, a LWKOMbHMKA OOHU U3 CaMbIX
aKTMBHbIX MONb30BaTenemn PyHeTa. Me>Kny TEéM, NMOMMMO OrpoOMHOIo Komnun4decrtsa BO3MOXXHOCTEWN,
MHTEPHET HeCeT U I'Ip06J'IeMbI. OTa namaTKka gormkHa noMmoYb Tebe 6e3onacHO HaxXoAUTLCA B CETMU.

KomnbloTepHble BUpYChI

KoMnblOTEPHBIA  BUPYC - 3TO pPa3HOBUAHOCTb  KOMMBIOTEPHLIX MPOrpamMM, OTIMYUTENBHOWM
0CODEHHOCTbLIO KOTOPOW SIBMSIETCSH CNOCOOHOCTb K pa3MHOXEHMI0. B gononHeHue k aToMy, BUMPYChI
MOryT MOBpPeauTb WM MOSNIHOCTbIO YHUYTOXUTL BCEe hainbl WM AaHHble, MOOKOHTPOSIbHbIE
nonb3oBaTento, OT MMEHM KOTOPOro Obina 3anylleHa 3apaXeHHas nporpaMma, a Takke NnoBpeauTb
NN Jaxe YHUYTOXUTb OMepaLMoHHYK CUCTEMY CO Bcemu dhaiinamu B uLernoMm. B GonblunHCTBE
CryyaeB pacnpoCTPaHSAIOTCS BUPYChl Yepe3 NHTEPHET.

MeToabl 3aWuUTLl OT BPEAOHOCHbIX NPOrpaMM:



1. Vicnonb3yin coBpeMeHHble onepaunoHHble CUCTEMbI, UMEIOLLME CEPbE3HbIN YPOBEHb 3alUUTbl OT

BPEAOHOCHbIX MPOrpamm;

2. lMocTosiHHO ycTaHaBnMBal nadtM (uucpoBble  3annaTky, KOTOpble  aBTOMAaTUYECKM
yCTaHaBnMBatoTCA C Lernblo AopaboTku nporpamMmbl) U Apyrine OGHOBMEHMSI CBOEW onepauyoHHON
cucTeMbl. CkaumBal Mx TONbKO ¢ ouLmanbHoro canta paspabotumka OC. Ecnu cyllectByeT pexum
aBTOMaTU4eCKOro OGHOBMEHMS, BKITOYUM EO;

3. PaboTaih Ha cBOeM KOMMbHOTEPEe Mo4 MpaBamu Monb3oBaTens, a He agMuUHUCTpaTopa. ATO He
NO3BONUT OONbLUMHCTBY BPEAOHOCHbIX MPOrpamMM WMHCTanNMpoBaTbCs Ha TBOEM MNEPCOHarbHOM
KOMMbIOTEPE;

4. Vcnomnb3yn aHTUBMPYCHble MNpPOrpamMMHble MPOAYKTbl  WU3BECTHbIX NPOU3BOAUTENEN, C
aBTOMaTU4YeCKUM ObHOBIEeHneM bas;

5. Orpaqub d)l/l3|/1‘-IeCKI/II‘/'1 OOCTYN K KOMMNbOTEPY AJAd NOCTOPOHHUX JNLL;

6. Ncnonb3yi BHELUHWE HOCUTEeNY MHopMaLnn, Takme Kak drieLuka, ANUCK unv damn n3s MHTepHeTa,
TOMNbKO U3 NPOBEPEHHBIX UCTOYHWUKOB;

7. He oTKpbiBaln kKOMMbOTEPHbIE haisbl, NONTyYEHHbIE U3 HEHAOEXHBIX MCTOYHMKOB. [axe Te chainsl,
KOTOpble npucnan TBOW 3HAaKOMbIW. Jlyylle yTOYHWM y Hero, oTnpasnsn nv oH Tebe unx.

Cetn WI-FI

Wi-Fi - 9T0 He BMA nepeaaydn AaHHbIX, HEe TEXHONOrMs, a BCcero nuib 6peHa, mapka. Ewe B 1991 rogy
HuaepnaHackas komnaHus 3apeructpupoana opeHg « WECAy, 4to o6o3Ha4ano crioBocoyeTaHune
«Wireless Fidelity», koTopbin nepeBoanTcs Kak «becnpoBogHasi TOHHOCTbY.

[o Hawero BpemeHn goluna apyras abbpesunatypa, KoTopas siBfsieTcsl Takow e TeXHomnorven. 3to
abbpesunatypa «Wi-Fi». Takoe Ha3BaHme ObiNnO JaHO C HAMEKOM Ha CTaHA4apT BbICLUMIA 3BYKOBOM
TexHukn Hi-Fi, 4TO B nepeBoae 03HavaeT «BbICOKasi TOYHOCTbY.

Ha, OecnnatHbIi WHTEPHET-OOCTYNn B Kade, OTensAx u aspornoptax sBMSETCs OT/UYHON
BO3MOXHOCTbIO BbiXx04a B UHTEPHET. HO MHOrMe aKkcnepTbl cumTatoT, 4To obweaoctynHole Wi-Fi cetn
He aBnaTca 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTn paboTe B 0bLieaocTynHbix cetax Wi-fi:

1. He nepenasan cBO Nu4Hyo nHopmauuio vyepes obweanoctynHble Wi-Fi cetn. PaboTas B HuX,
XenaTtenbHO He BBOAUTb Maposiv AOCTYNa, NIOrMHbI U Kakne-TO HOMepa;

2. Vicnonb3yii n 06HOBMAN aHTUBMPYCHbIE NporpamMmMbl M 6paHamay3ep. Tem cambiM Tbl 06e3onacuilb
cebs OT 3aKayku BMpyca Ha TBOe YCTPONCTBO;

3. Mpwu ncnonbzoaHum Wi-Fi otkntoum dpyHkumo «Obwmn goctyn Kk doannam n npuHtepam». [JaHHas
YHKLMS 3aKpbiTa N0 yMONYaHUI0, O4HAKO HEKOTOpbIe NoMb3oBaTeNn akTMBUPYIOT €7 Ans ynobcrea
ncnonb3oBaHus B paboTte unu yyebe;

4. He ucnonb3yr ny6nuuHbin WI-FI ona nepefayn nuyHbIX AaHHbIX, Hanpumep Ans Bbixoda B
coumarnbHble CeTU UMK B 3NIEKTPOHHYIO0 MOYTY;



5. Vicnonb3yn Tonbko 3alymiieHHoe coeanHeHune vyepes HTTPS, a He HTTP, T.e. npu Habope Be6-
agpeca BBoaM UMeHHO «https://»;

6. B mobunbHOoM TenedoHe oTkrnoun yHkumio «logknoveHne k Wi-Fi aBTomatmyeckmn». He
Aonyckan aBToMaTUYECKOro noakntodeHnst yctponcrtaea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CoumarnbHble CeTN akTMBHO BXOAST B HaLLY >XM3Hb, MHOTME IoOAM paboTatoT M KMBYT TaM NMOCTOSHHO,
a B Facebook yxe 3aperMctpypoBaH munnuapg 4YernoBek, UYTO SABMSeTCAa OOHOW cedbMOW BCEX
Xutenen nnaHeTbl. MHOrMe nonb3oBaTeENN HE MOHUMAKT, YTO MHopMaLUs, pa3mMeLleHHas NMKn B
coumanbHbIX CETSIX, MOXET ObITb HaAeHa 1 UCMOSb30BaHa KEM Yro4HO, B TOM YMCIe He 06A3aTenbHO
¢ 6narumm HamepeHuaMN.

OcCHOBHbIe COBETbI N0 6e30MacHOCTY B CoLMarbHbIX CETAX:
1. OrpaHuyb cnmcok apysein. Y Tebs B Apy3bsax HE JAOMMKHO ObITb CryyYaiHbIX U HE3HAKOMbIX NOAEN;

2. 3awmuwan cBoK YacTHyH KU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aTy TBOEro
POXAEHUS W OPYIYIO JIMYHYHO WHGOPMAaLMIO. 3MOYyMbILWSIEHHUKM MOTYT WCMONb30BaTh gaxe
MHOPMaLMIO O TOM, KaK Tbl M TBOM POAUTENN MIaHUPyeTe NPOBECTM KaHUKYIbI;

3. 3awumLan cBOK penyTaumio - AEPXM ee B YNCTOTE U 3adaBal cebe Bonpoc: XxoTen 6bl Thbl, YTOObI
Apyrve nosnb3oBaTenu BUAENN, YTo Thl 3arpyxaelub? Mogymain, npexae Yem YTo-To onyGrmKkoBaTh,
HanucaTtb U 3arpysuThb;

4. Ecnv Tbl roBopuvilb C NnogbMn, KOTOPbIX HE 3Haellb, HE MCI'IOJ'Ib3yIZ CBO€ pealibHOe UMA 1 Opyryro
JINHHYHO I/IHCbOpMaLI,I/II/II M4, MECTO XUTENbCTBA, MECTO yqe6b| n npo4yee;

5. N3beran pasmelleHust botorpadun B MIHTepHeTe, roe Tbl M300pakeH Ha MECTHOCTHU, MO KOTOPOW
MOXXHO OnpeaesiuTb TBO€ MECTOMOMOXEHWE;

6. Mpun pervcTpaumm B coumanbHOM ceTM HEOOXOAMMO UCMONb30BaTh CMOXHbIE MAPOSN, COCTOSALLME
13 6yKB 1 UMp 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. Ans coumanbHo ceTu, NoYThbl U APYrMX CalToB HEOGXOAMMO MCMONb30BaTh pasHble naponu. Toraa
ecnu Tebs B3noMatoT, TO 3M0YMbILMIEHHVKM NonyYaT AOCTYN TOSbKO K OAHOMY MecCTy, a He BO BCe
cpasy.

OnNEeKTPOHHbIE AEHLIN

OnNEKTPOHHbIE AEHbM — 3TO OYeHb YAOOHLIN cnocob nnaTexen, 0OO4HaKO CYLLECTBYIOT MOLUEHHUKM,

KOTOPbI€ XOTAT NONYyYNUTb 3TN OEHbIN.

SﬂeKTpOHHbIe OEHbIn nNoABuUIMCb coecemM HegaBHO N UMEHHO N3-3a@ 3TOM0 BO MHOIMX rocyaapcreax
00 CUX NMop He nNponncaHo Npo HUX B 3aKOHax.

B Poccum xe oHu (*)yHKLI,VIOHMpy}OT M O HUX y>Ke NponncaHo B 3aKOHe, rae nx pas3genAaoT Ha HECKOJIbKO
BMOOB - @HOHWMHbIE M HE aHOHWMHble. PasHuua B TOM, YTO @HOHMMHbIE - 3TO Te, B KOTOpPbIX
paspellaeTtca npoBoAuUTb onepaunn 6e3 I/ID,eHTI/Id)I/IKaLI.I/II/I nofib3oBartend, a B He aHOHMMHbIX
I/ILI,GHTI/I(*)VIKaLI,VII/I nonib3oBaTens ABnaeTca 06sa3aTenbHON.



Takke cnegyeT pasnuyaTtb 3MeKTPOHHbIe puaTHble AeHbIN (PaBHbI FOCYAapPCTBEHHbLIM BarnoTam) U
3MNEKTPOHHbIE HedraTHbIe AeHbMN (He paBHbl FOCYAapCTBEHHbLIM BarnoTam).

OcHoBHble coBeTbl Mo 6Ge3onacHon pa60Te C SNNIEKTPOHHbIMU OAE€HbraMu:

1. MpuBSHKM K CHETY MOOUIBbHLIN TenedoH. ATo caMbin YyOOOHLIN 1 BLICTPLIV CNOCOO BOCCTAHOBUTL
AOCTYn K cyeTy. NpmBA3aHHbIA TenedoH NOMOXET, ecnn 3abyaellb CBOW MNaTeXHbIA Naposb Uiu
3angellb Ha CanT C HEe3HaAKOMOro YCTPOMCTBA,;

2. Vicnonb3yi ogHopasoBble naponu. Nocne nepexoga Ha YCUMEHHYHO aBTOpU3aumio Tebe yxe He
OygeT yrpoxaTb ONacHOCTb Kpaku Unn nepexsaTa NnaTexHoro napons;

3. Bbibepu crnoxHbIvi naponb. MpectynHukam 6yaeT He NPOCTo yragaTh CrOXHbIA Naporb. HagexHble
naponu — 3TO Maponu1, KoTopble CoaepaT He MeHee 8 3HaKOB U BKIOYalT B cebA CTPOYHbIE U
nponucHole OykBbl, UMMPLI U  HECKOMbKO CUMBOMOB, TakMe Kak 3Hak pJonnapa, QyHTa,
BOCKMMUATenNbHbIN 3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOM NUYHbIE AaHHbIE HA CalTax, KOTOPbIM HE JOBEPSELLb.
OneKkTpoHHas NoHTa

OneKTPOoHHas NoYTa — 3TO TEXHONOMMS U MPeAoCTaBMAsieMble €10 YCIYrv Mo NePeChINiKe Y NOMYYEHMNIO
3NEKTPOHHLIX COOBLLIEHUI, KOTOPLIE pacnpenensTcsi B KOMMNbIOTEPHON ceTh. OBbIMHO 3NTEKTPOHHbIN
MOYTOBBIN AWK BbIMMSANT CReayowmnMm obpas3om: UMs_MNonb3oBaTens U UMsA_aomMeHa. Takke Kpome
nepegayun NpoCcToro TeKCTa, MMeeTCcsd BO3MOXHOCTb NepefaBaTh ansbl.

OcHoBHble coBeTbl Mo Ge3onacHoi paGoTe C NIEKTPOHHOW MOYTON:

1. Hago BbiGpaTh NpaBurbHBIN NOYTOBLIN CEPBUC. B MHTEpHETE eCTb OrPOMHBIN BbIOOP GecnnaTHbIX
NOYTOBLIX CEPBUCOB, OOHAKO Ny4lle A0BEPATb TEM, KOrO 3Haellb 1 KTO NepBbIA B PENUTUHTE;

2. He ykasbiBahi B JNMYHOW MoYTe JNMYHYK MHGOpMaumio. Hanpumep, nydwe BbibpaTh
«My3bIKanbHbIi_daHaT» unun «pok2013» BmecTo «Ttemaly;

3. Wcnonb3y OByxaTanHyt aBTopM3aumio. JTO KOrga MOMUMO Maponisi HYXXHO BBOAWUTb KOA,
npuceiniaembiri no SMS;

4. Bblbepn cnoXxHbii napornb. [ns Ka[goro noyToBOro silMKa OO0IMKEH OblTb CBOW HAOEXHbIN,

YCTONYMBLIN K B3FIOMY Naporib;
5. Ecnin ecTb BO3MOXHOCTb HanucaTb caMOMy CBOW JTIMYHBIN BONPOC, UCMOMb3YN 3TY BO3MOXHOCTb;

6. Ncnonb3y HECKONbKO MOYTOBLIX SALWMKOB. [lepBbi ANA 4acTHOW Mepenucku C agpecatamu,
KOTOpPbIM Tbl AOBepsielb. OTO 3MEKTPOHHbIA agpec He Hago MCMoNb30oBaTb MpU perMcTpaumm Ha
dopymax 1 canTax;

7. He oTkpbiBan havnbl U ApyrMe BOXeEHUS B MUCbMax AaxXe eCcriv OHW NPULLIKN OT TBOUX ApY3eN.
Jlydlie yTO4HM y HUX, OTNpaBNAny nu oHn Tebe aTn channel;

8. MNocne okoH4YaHUst paboThbl HA MOYTOBOM CEPBUCE Nepes 3akpbiTMEM BKIAAKM C CAanTOM He 3abyab
HaXkaTb Ha «BbINTU».



KnbepOynnuHr nnv BupTyanbHOe U30eBaTesnbCTBO

KnbepbynnuHr — npecnefoBaHve COOGLLEHMAMKY, coAepXalumu OCKOpOneHus, arpeccuio,
3anyrmBaHue; XynuraHcTBO; couuanbHoe OOMKOTMPOBaHME C MOMOLLLI PasfMYHbIX UHTEpPHEeT-
CEpPBU1COB.

OcHOBHbIe coBeTbl M0 6opbbe ¢ KNbepOyNMHIoM:

1. He Gpocaiica B 6o. Jlyuwmii cnocob: nocoBeToBaTbCsA Kak cebsa BECTU U, ECNIN HET TOTO, K KOMY
MOXHO 00paTuUTbCs, TO BHayane ycnokouTbcs. Ecnn Tbl HauyHelwb OoTBeYaTb OCKOPONeHusMU Ha
OCKOpOMneHust, TO TONbKO eLle Oorblie pas3oxokellb KOH(IUKT;

2. YnpaBnsau cBoewn knbeppenyTtauuen;

3. AHOHUMHOCTb B CETU MHUMaSs. CyLLl,eCTByIOT Ccnocobbl BbIACHWUTb, KTO CTOUT 3@ aHOHMMHbIM

adKKayHTOM;

4. He cTOMT BECTU XYyNUraHCKNIA 06pas BUpTYyarnbHOW Xn3HU. IHTepHET pmKcupyeT BCe TBOM AENCTBUS
N COXpaH{AeT nX. YoanuTtb ux byaeT kpariHe 3aTpyaHUTENbHO;

5. Cobntogal cBov BUPTYasibHYH YeCTb CMOJIOAY;

6. WrHopupy eouHWYHbIA HeratmuB. OpHopasoBble OCKOPOMTENbHble COOOLEHUst nyudlue
urHopuposaTb. OBbIYHO arpeccusi NpekpaLlaeTcs Ha HayYanbHOW CTaguu;

7. baH arpeccopa. B nporpamMmmax oOMeHa MrHOBEHHbLIMW COODLLEHUAMM, B COLMarnbHbIX CETAX ECTb
BO3MOXHOCTb 6HOKI/IpOBKI/1 oTnpaBkn coobLLEeHN ¢ onpepaerneHHbIX agpecos;

8. Ecnn Tbl cBuaeTenb kubepOynnuHra. TBOM OENCTBMSA: BbICTYMUTb MPOTUB MpecrnefoBaTtens,
nokasaTb €My, YTO ero OeWCTBUS OLIeHMBAKTCS HEraTUBHO, MOAAEpXaTb XepTBY, KOTOPOM HYXHa
ncuxonornyeckas MoMoLLb, COOBLLMTE B3POCHbIM O dakTe arpeCCUBHOIO NOBEAEHNS B CETU.

MobunbHbI TenedoH

CoBpeMeHHble cMapTgOHbI U NNaHLETLI coaepxaT B cebe BnonHe B3pocnbivi oyHKLMOHA, 1 TeNepb
OHW MOTYT KOHKYpMpPOBaTb CO CTaLMOHapHbIMWU KomnbtoTepamu. OpHako, CpeacTB 3alimTbl Ans
NoAOBHbLIX YCTPONCTB Noka O4YeHb Maro. TecTMpoBaHMe 1 MOUCK YSI3BMMOCTEN B HMX NPOUCXOAUT He

Tak MHTEHCUBHO, kak ans MK, To ke camoe KacaeTcsa 1 MOOUIbHbBIX NMPUINOXKEHWNIA.

CoBpeMeHHble MOOWbHbIe Gpay3epbl yKe MpakTUYecKku AOrHanuM HacTOSbHble aHanoru, ogHako
paclumpeHne dyHKLUMOHana BrieveT 3a coboi GonbLUYH CMOXHOCTbL Y MEHbLUYIO 3aLLULLEHHOCTb.

[Naneko He Bce MPOU3BOAWTENN BbIMycKaloT OGHOBIIEHNS, 3aKpbIBaOLLME KPUTUYECKNE YSA3BUMOCTU
A1 CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ana 6e3onacHOCTU MOBUBHOro TenedoHa:

1. Huuero He saBnsetca no-HacToswemy OecnnaTHbiM. Byab OCTOpOXeH, Bedb Korga Tebe
npeanaralT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbIThl KaKMe-TO NiaTHbIe YCIyru;

2. ymaini, npexage 4em otnpaBute SMS, ¢oTO mnm Bnaeo. Thl TOYHO 3HaeELb, rge OHu OyayT B
KOHEeYHOM uTore?



3. Heo6xoa1mMo 06HOBMATL ONEPaLMOHHYI0 CUCTEMY TBOEro CMapT(OHa;
4. Ncnonb3yn aHTMBUPYCHbIE NpPorpamMmmbl A5t MOBUNbHbIX TeNedOoHOB;

5. He 3arpyxai npunoxeHust oT HEM3BECTHOIO MCTOYHMKA, BEAb OHN MOTYT COAepaTb BPe4OHOCHOe
nporpammMHoe obecneyeHune;

6. lNMocne Toro kak Tbl BbllAelWb C canTa, rge BBOAMM JIMYHYIO MHGOPMaLUMo, 3angn B HaACTPOMKK
Opay3epa 1 yganu cookies;

7. I'Iepmo,u,vlquKM nposepﬂﬁ Kakue nnatHble YCIyrn aktuBunpoBaHbl Ha TBOEM HOMEpPE,

8. [aeaii cBoVi HOMep MOGMMBHOrO TenedoHa TOMbKO TOAAM, KOTOPbIX Thl 3HaAElWb W KOMY
noBepsieLlb;

9. Bluetooth gomxkeH ObITb BbIKITHOYEH, KOrAa Thl MM He Nonb3yellbes. He 3abbiBal nHorga npoBepsTh
aT0.

Online urpsbl

CoBpeMeHHble OHMalH-Urpbl - 3TO KpacOYHble, 3axBaTblBalOLMe pasBrieveHusi, obbeauHsioLme
COTHM ThbICSIY YeNOoBEK Mo BCeMY MUPY. MIrpoku nccneayoT AaHHbIA UM MUp, obLiatoTcs Apyr ¢ ApYroMm,
BbIMOJHSAOT 3afaHuUsi, CPaXKatoTCs C MOHCTPAMMU U MOMy4YaloT OnbIT. 3a YA0BONLCTBME OHU NNaTAT:
MoKynatT AWCK, onnaYynBatoT aboHEMEHT UK NpMobpeTalT KakMe-To OnLuuN.

Bce atu cpencrtea mayT Ha nogaepXaHue un pasButne Urpbl, a TakKke Ha camy 6e3onacHoCTb:
COBEPLLUEHCTBYKOTCA CUCTEMbI aBTOpU3aL i, BbiMyCKaKOTCA HOBbIE MaTyn (LI,VI(*)pOBbIe 3annaTtkmn gnd
nporpaMM), 3aKpbIBAKTCA YyA3BMMOCTU CEepBEpPOB.

B nogo6HbIX Mrpax CTOMT onacaTbCs He CTONBbKO CBOMX COMEPHUKOB, CKOMbKO KPaXku TBOEro Nnaporns,
Ha KOTOPOM OCHOBaHa CUCTEMa aBTopu3aLny GONbLUMHCTBA Urp.

OcCHOBHbIe COBETbI N0 6€30MacHOCTUN TBOEro MIrPOBOro akkayHTa:

1. Ecnu gpyroii urpok BegeT cebs Nnoxo unm cosgaet Tebe HENPUATHOCTK, 3aBroKMpyii ero B Cnncke
UFPOKOB;

2. Moxanyncs agMMHUCTpaTopam Urpbl Ha Nyioxoe NoBeAEHNE 3TOro Urpoka, XKenaTenbHO NPUNOXUTb
Kakue-To JokasaTenbCTBa B BUOE CKPUHOB;

3. He ykasbiBan nuyHy0 nHdopmaumio B npodoaine urpsbl;
4. YBaxan gpyrnx y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeodmumanbHble Natin U MOAbI;

6. VMicnonb3ayi CnoxHble 1 pasHble Naponu;

7. Daxe BO BpeMs Urpbl He CTOMT OTKIMOYaTb aHTUBMPYC. [oKa Thbl Urpaellb, TBON KOMMLIOTEP MOTYT
3apasunTb.

OULLNHT nnn KpaXka JNMMYHbIX aHHbIX



OObIYHON KpaXKen AeHEer N JOKYMEHTOB CErOAHS Y>KE HUKOrO He yAMBULLb, HO C PA3BUTUEM UHTEPHET-
TEXHOMOMMN  3MIOYMBILUNIEHHUKN MEPEMECTUNIUCb B  WHTEPHET, U MPOAOIPKAKT 3aHUMMATbCA
«IOOUMbIM» OENOM.

Tak nosiBMnacb HoBas yrposa: MHTEPHET-MOLUEHHUYecTBa Unv (PULLKHT, rraBHas Lerb KOTOpPOoro
COCTOUT B MOSIyMEHUM KOHUMAEHUMAanbHbIX AaHHbIX Norib3oBaTterner — rorMHoB U naponen. Ha
aHrnunckoMm Aa3bike phishing untaetca kak duwmHr (ot fishing — pbibHaa nosns, password —
naponb).

OcHoBHble coBeTbl M0 6opbbe ¢ PULLNHIOM:

1. Cnegn 3a cBouMM akkayHTOM. Ecnun Tbl nogo3peBaellb, YTO TBOS aHkeTa Obina B3nomaHa, To
Heobxoanmo 3aboKMPOBaTL €€ U COOBLLNTL aAMUHUCTPATOpPam pecypca 06 3TOM Kak MOXHO CKopee;

2. |/|CI'IOJ'Ib3yI7I GesonacHble Beb-canThbl, B TOM 4ncCrie, MHTEPHET-Mara3amHoB 1 NOUCKOBbIX CUCTEM;

3. Wcnonb3yn CcnoxHele K pasHble naponu. Takum obpas3om, ecnu Teba B3nOMawT, TO
3r10YMBbILUSIEHHWKM NOJSTyYaT JOCTYN TOMbKO K OOHOMY TBOeMY Npodurio B CETU, a HE KO BCEM,;

4. Ecnu Tebsi B3noManu, To Heobxoanmo npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble A0OaBMEHbI
y Tebsa B Opy3bsix, O TOM, YTO Tebs B3nomanu u, BO3MOXHO, OT TBOEro MMeHN OydeT pacchiniaTbes
chnaMm W CCbIflkK Ha PULLIMHIOBbLIE CanThbl;

5. YcraHoBu HagexHbii naporsb (PIN) Ha MOOGUIbHLIN TenedoH;
6. OTkntoYM coxpaHeHne napons B 6paysepe;

7. He oTkpbIBan hannbl U gpyrMe BrOXEHUA B NMUCbMaXxX Aaxe eCNu OHW NPULLN OT TBOUX OpPY3eN.
Jlyylie yTOYHM y HUX, OTAPaBNAny N oHn Tebe 3Tu dharnbl.

Lindpposas penyTtauus

LincdpoBas penytauus - 3TO HeraTMBHash WX MO3UTMBHAA MWHGopMauuss B ceTu o Tebe.
KomnpomeTupytowas uHdopMaums pasmelleHHas B MHTEpPHETE MOXET Cepbe3HbiM 0bpasom
OTpa3nTbCa Ha TBOEW pearnbHOW Xu3Hu. «LlncdpoBasa penytaumsa» - 3T0 TBOM UMUAXK, KOTOPbLIA
dopmupyeTcsa ns nHgpopmaumm o Tebe B MHTEPHETE.

TBOE MecTO XMTenbCcTBa, y4ebbl, TBOE (DMHAHCOBOE MONOXEHNE, OCOBEHHOCTU XapakTepa W
paccka3sbl 0 6rn3kMx - BCce 3TO HaKkannmnBaeTCcs B CETU.

MHorre nogpoCTKM NErKOMbICITIEHHO OTHOCATCSA K MyOnmkauum nmyHom nHgopmaunm B IHTepHeTe, He
NOHMMasa BO3MOXHbIX MOCNEeACTBUN. Thl JaXe HE CMOXELLb oragaTtbCs O TOM, 4TO doTorpadms,
pasmeLLeHHas 5 neT Hasag, ctana npuMynHON OTKasa NpUHATL Tebs Ha paboTy.

KommeHTapuu, pasmelLieHre TBomx poTtorpacuii U Apyrue AencTBmS MOMyT HE UCHE3HYTb Aaxe nocne
TOro, Kak Tbl UX ydanuilib. Thl HEe 3Haellb, KTO COXpaHun 3Ty MHdOopMauuio, nonana nu oHa B
NMOWCKOBbIE CUCTEMBI U COXPaHUach N OHa, a rmaBHoe: YTO NoAYMaloT O Tebe oKpyxatoLlee noau,
KOTOpble HanayT ¥ yBuAAT 3T10. Hantn nHdpopmaumo MHOrO fneT CnycTs CMOXeT Mbon - Kak 13
[0o6pbIX NOBY>XAEHWUIA, TaK U C HAMEePEHNEM NPUYMHUTE Bped. OTO MOXET BbITb KTO YrogHo.

OcCHOBHbIe COBETbI M0 3alLMTe LMPOBOIN penyTaumu:



1. Mopyman, npexae Yem 4To-To NyGnmKoBaTh U NnepefasaTth y cebs B 6riore unm B coumanbHOM CeTu;

2. B HacTponkax npocdwuns yCTaHOBWM OFpaHUYEHMs Ha MNPOCMOTP TBOero npodwmna u ero
COLEePXKUMOro, caenan ero ToNbKO «45st Apy3en»;

3. He pasmellar u He ykasbiBar MHGOpMaLmio, KoTopas MOXET KOro-nmbo ockoponaTe nnm obuxatb.
ABTOpCKOE npaBo

COBpeMeHHbIe LUKOJTIbHUKN- aKTUBHbIE MOJIb30BaTENN Lll/ld)pOBOFO NpPOCTpaHCTBAa. OpHako ganeko He
BCe 3HaHKT, YTO NoJib3oBaHNE MHOI'MMN BO3MOXXHOCTAMU LI,I/ICprBOFO Mupa Tpe6yeT cobniogeHus npas
Ha UHTEeJJIEKTYyallbHYHO COBCTBEHHOCTb.

TepMI/IH KUHTENNEeKTyanbHada COBCTBEHHOCTb» OTHOCUTCS K pas3fniM4YHbIM TBOPEHUAM YeroBe4YeCKoro
yMa, Ha4nHasa € HOBbIX M306peTeHVIIZ 1 3HaKoB, 0603HaYaoLLMX COOCTBEHHOCTL Ha NpoOAYKTbl N yCnyrun
, 1 3aKaH4Basd KH1Uramu, CbOTOFpaCbVIFIMVI, KMHOd)MHbMaMM N My3blKalribHbIMU NMpon3BeeHUAMN.

ABTOpCKME MpaBa - 3TO MpaBa Ha MHTEMMeKTyanbHYl COOCTBEHHOCTb Ha MPOW3BEAEHUS HayKW,
nuTepaTtypbl M UCKyccTBa. ABTOpPCKME MpaBa BbICTYNAT B KavyecTBE rapaHTMu TOro, YTO
WHTENNEeKTyarnbHbI/TBOPYECKUN TpyA aBTopa He OyaeT HampacHbIM, JacT emy crnpasBeafivBble
BO3MOXHOCTU 3apaboTaTb Ha pe3ynbTaTax CBOEro TpyAa, MonyYvTb U3BECTHOCTb M MPU3HaHMWE.
Hukto 6e3 paspelueHus aBTopa He MOXET BOCMPOU3BOAUTb €ro Npou3BedeHne, pacnpoCTPaHsTh,
ny6nnyHoO 4eMOHCTPUPOBATh, NPOAABaTh, UMMNOPTUPOBATL, MyckaTk B NpokaT, NyOnMyHO UCMOMHATD,
nokasblBaTb/MCMNOMHATL B 3chmpe nnm pasvewlatb B IHTepHeTe.

Mcnonb3oBaHue «MMpaTcKoro» nporpammHOro obecrneyeHnst MoXeT NMPUBECTU K MHOTMM pUCKam: OT
noTepy AaHHbIX K TBOMM akkayHTam [0 GIIOKMPOBKM TBOErO YCTPOWCTBA, A€ YCTAHOBJIEHHbIN He
neranbHas nporpamma. He cTouT Takke 3abblBaTb, YTO CyLUECTBYeT neranbHble M GecnnaTtHble
nporpammel, KOTOpbIE MOXHO HaWTU B CETW.

O noptane

CeTeBUYOK.pd - TBOW MaBHbIA COBETYMK B CETU. 34eCb Thl MOXELUb Y3HaTb 0 6e3onacHoCTM B CeTH
MOHATHLIM WM OOCTYMHbIM $I3bIKOM, @ MPU BO3HUKHOBEHUU KPUTUYECKON CUTyaumMm obpatuTbecs 3a
COBETOM. A Takke NPUHSITb y4acTUe B KOHKYpCaxX U CTaTb CambiM LMPOBLIM rpaxkaaHUHOM!



